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	Module Title
	Module 4: ai eTHICS AND GDPR

	
Learning Objectives
	
Module 4 aims to:
1. Educate learners on EU Regulatory Framework Basics
2. Educate learners on AI Utilisation Ethics Essentials
3. Educate learners on AI Utilisation Benefits and Risks
4. Educate learners on the Fundamentals of GDPR
5. Educate learners on Data management
6. Provide learners with practical examples of everyday ethics and GDPR-related incidents
7. Educate learners on ethical concerns when using collaboration tools with AI features
8. Educate learners on data protection concerns when using collaboration tools with AI features

	
Learning Outcomes
	
Through Module 4, learners will be able to:
1. Describe and explain the fundamentals of the EU AI ACT and GDPR
2. Describe and explain the seven principles of GDPR
3. Utilise common AI technologies in an ethical way
4. Implement basic data management practices according to GDPR
5. Apply safe data storage in AI-powered cloud environments
6. Apply safe communication principles
7. Identify areas of improvement in data management procedures










1. Introduction
Since 2010, the world has experienced an exponential growth in the value of personal data and an extremely rapid development of Artificial Intelligence. Both have fundamentally reshaped how societies function, how businesses operate, and how people interact with technology in home-use and professional contexts. AI-driven solutions are becoming deeply embedded in everyday life; from personalised online services to automated decision-making systems across all sectors of the market (healthcare, finance, entrepreneurship, creative industries, and business governance).  While AI-driven innovation offers unprecedented opportunities for boosting business efficiency, innovation, and economic growth, they also raise concerns about ethics, accountability, privacy, and security.
On one hand, businesses and governments all over the world seek to leverage AI and data analytics to drive progress, improve services, and remain competitive in the global economy. On the other hand, there is a growing recognition that unchecked technological development can lead to unintended consequences such as bias in automated systems, misuse of personal data (both intentional and unintentional), erosion of privacy, and increased vulnerability to cybercrime.
The benefits of AI are unquestionable; however, just like every new technology, there are a few associated risks that should be considered. Comprehension of the benefits and risks associated with the use of AI in everyday work environments allows for a more balanced and responsible approach to its implementation.
	Benefits
	Risks

	1. Efficiency through automation of repetitive tasks
	Overreliance on AI can potentially reduce employee engagement and critical thinking skills

	2. Increased productivity and time management
	Pressure by employers to rely on AI tools without human oversight may lead to rushed, low-quality work

	3. Reduction of human error
	AI systems can still produce incorrect or misleading results (“hallucinations”) that may go unnoticed and compromise the quality of the work

	4. Data-driven, informed decision-making
	Decisions, and especially those affecting people, may become overly dependent on AI, ignoring significant qualitative contextual factors

	5. Accessibility and ease to apply for jobs on recruitment platforms (drafting CVs and Cover Letters, job searching)
	Automatic rejections of qualified candidates due to biased candidate filtering algorithms

	6. Enhanced creativity and idea generation
	Results may be generic and unoriginal, while raising concerns about copyrights and ownership

	7. Personalisation of services and interactions with customers
	Excessive personal data collection and use may compromise privacy, leading to data breaches

	8. Improved accessibility, in the form of assistive tools for professionals with disabilities
	Poorly designed tools may exclude user groups with disabilities that were not considered during development

	9. Fast problem-solving and retrieval of information
	Users may accept answers generated by AI without verification, leading to errors and poor-quality work

	10. Cost reduction for businesses, especially micro and small businesses
	Potential job displacement and reduced demand for certain roles, specifically in IT and creative positions (graphic designers, illustrators, etc.)


Module 4 focuses on everyday “ethical challenges” related to the use of Artificial Intelligence. It presents examples of common challenges that professionals encounter, and aims to provide insights on good practices of Ethical AI Use and GDPR-compliant practices through practical examples. In addition, it aims to introduce learners to the regulatory frameworks enforced by the European Union; all professionals need to be aware of these frameworks, in order to be mindful of the practical aspects of using AI-powered technology, as well as managing and securing data in increasingly complex, hybrid work environments.

2. Artificial Intelligence Ethics and Data Protection
The ethical use of AI is a subject that is not limited to “academic” concepts and theories, but also concerns the daily use of AI in any context, from recruitment and employment, to creativity and productivity, to decision-making. This has necessitated the development and implementation of a comprehensive legal framework and enforceable standards. On a global scale, the most significant step in the direction of AI regulation, was the approach adopted by the European Union in 2024.
As a global leader in AI Ethics and Data Management and Protection, the European Union now addresses AI and data protection concerns systemically, with a commitment to safeguard all citizens against associated risks while ensuring that innovation remains uncompromised.
2. a. AI Act of the European Union
[bookmark: _GoBack]In 2024, the EU introduced the AI ACT (EC 2024), the world’s first comprehensive AI law. The EU AI Act establishes harmonised rules for how AI systems are developed, deployed, and used across all EU member states. The main goal of the Act is to ensure that AI use is safe, transparent, and respects fundamental rights while still encouraging innovation and economic growth. The law applies to companies based in the EU and to any organisation worldwide whose AI systems affect people within the EU itself. 
The 2024 EU AI Act is risk-based regulation; this means that the level of oversight depends on how much an AI system can impact people’s lives (EU AI ACT 2024). The table below summarises the risk-based classification of AI systems:
	Risk-based AI Classification

	Unacceptable Risk AI (Banned)
	These systems are considered a threat to fundamental rights and are prohibited. Examples include:
· Social scoring systems: these systems classify people based on their social behaviours or personal characteristics into “good” and “bad”, and distribute benefits to people with a good score, while denying access to benefits for people with a bad score.
· AI that manipulates human behaviour in harmful ways 
· Certain types of biometric surveillance, such as “Live Facial Recognition in Public Spaces” and “Emotion Recognition”.

	High-Risk AI

	High-Risk AI systems are allowed but are strictly regulated and must adhere to standards regarding the use of accurate and consistent data collection, systemic implementation of documentation and transparency measures, human oversight and strong cybersecurity measures. Examples include AI used in:
· Recruitment and hiring 
· Healthcare 
· Education 
· Law enforcement 

	Limited Risk AI
	Chatbots and Content Recommendation Algorithms are considered “limited risk” AI systems. They must meet clear transparency obligations, such as:
· Informing users they are interacting with AI
·  Informing users what the AI system can do and how it affects their decisions 
· Informing users how their data is used, as per the GDPR, where applicable

	Minimal Risk AI
	This AI category refers to everyday applications like spam filters or video game AI, which are unlikely to negatively affect people’s lives. face minimal regulation. Minimal risk AI is deliberately left unregulated by the EU to avoid obstacles to experimentation and technological development.



The AI Act requires organisations that develop or use AI to assess and classify their AI systems by risk, implement transparency by informing users about AI use/features, and maintain human oversight and risk management procedures. Companies that do not adhere to the AI Act regulations may face severe fines of potentially up to €35 million or 7% of their turnover.
Finally, the EU AI Act is implemented and works alongside the EU Accessibility Act. Especially in cases of development and deployment of AI-powered recruitment and performance appraisal software that are categorised as “High Risk” systems, the EU AI Act dictates that all new AI technologies and services should ensure “full and equal access for everyone, including persons with disabilities, in a way that takes full account of their inherent dignity and diversity” (EU AI ACT 2024). This can be achieved through active engagement and testing with vulnerable stakeholder groups during development, and the implementation of digital accessibility features in software as a mandatory requirement. 
2. b. Artificial Intelligence: Ethics Related to Day-to-Day Use
In essence, the ethical use of artificial intelligence in everyday work environments is reflected in the decisions and actions of employees, where most interactions with AI occur at a routine level through tools used for communication, data processing/analysis/reporting, content creation, and decision support. Therefore, the ethical use of AI becomes a practical responsibility, and it concerns all professionals regardless of their role, position or level of technical expertise.
As AI systems often use and rely on large amounts of data, including personal and sensitive information, their use is closely linked to data protection principles (see GDPR section 2. c., pp. 9 - 10). Additionally, a key aspect of day-to-day AI ethics is accountability. Accountability refers to taking responsibility for how AI tools are used in our work, reviewing outputs, verifying and applying them accordingly; AI systems should not be treated as fully autonomous decision-makers.
Similarly, transparency regarding the use of AI plays an important role in maintaining trust both internally and externally. This means that job applicants, colleagues and clients should be aware when AI is being used, particularly in situations where communication and decisions are influenced by it.  One example of such use of AI is the integration of chatbots into companies’ websites that automatically respond to client inquiries. In such cases, the clients must be explicitly informed that they are interacting with a chatbot.
By understanding the ethical implications of routine interactions with AI technologies, professionals can help prevent risks associated with them. The following short scenarios illustrate how common workplace practices can give rise to ethical challenges in the use of AI:
Scenario 1: The social media manager of an NGO for Families of People with Disabilities uses features of the NOTION AI writing toolkit to generate text for social media posts and articles. As time is of the essence and considering that the followers of the NGO on social media are not likely to fact-check and cross-reference the content of the posts, the manager becomes accustomed to copy-pasting the texts without quality checks. Over time, they realise that the engagement of followers with the posts of the social media page is considerably lower. This scenario demonstrates that generic content generated by AI may fail to capture the attention of readers in the long-term. Indeed, AI can help generate content faster, but users must be aware that the “raw” AI-generated content is not unique to a particular user and often is quite “stale” and generic. 
Scenario 2: A young recruiter relies entirely on the AI-powered CV screening system of LinkedIn to shortlist candidates, without understanding how the system evaluates applicants. As a result, qualified candidates are excluded due to data bias. This scenario demonstrates a “classic” case of AI algorithm bias, where hundreds, if not thousands, of candidates apply for the same position via LinkedIn. Many qualified candidates are automatically rejected due to a lack of “AI-proofing” in their CVs and Cover Letters. “AI-proofing” involves optimising CVs and Cover Letters with relevant keywords, formatting and phrasing so they perform well in automated applicant tracking systems and AI screening tools.
Scenario 3: A member of an internal HR team uploads employee performance data into a public, freely available AI platform to generate performance summaries and reviews. The privacy statement on the website hosting the platform explicitly states that the information entered by the users is processed externally, which means that the data is potentially exposed to third parties with unknown motives. This scenario represents a breach of data confidentiality and improper handling, as sensitive information should not be shared with unsecured AI platforms.
Scenario 4: A digital marketing assistant uses Bing AI to generate images and content for a promotional campaign of an online store without reading the Terms of Service, and is therefore unaware that even though it is legal to sell the images, the client does not acquire copyrighted materials. This means that other companies and even competitors can use the same images for their own campaigns.
Scenario 5:  A 60-year-old manager of a small family-owned electronics store recently came across ChatGPT and casually spends time interacting with it. He is now accustomed to entering qualitative employee information and asks ChatGPT to assess their performance. The manager just dismissed the recently promoted assistant manager, who has been working in the shop for the past 10 years, based solely on the achievement of individual sales targets. The fact that the new assistant manager has been dedicating their time to training and mentoring new employees has not been considered. As unlikely as it looks, in 2025, a survey with over 1300 employers across various sectors in the USA (GCND 2025) indicated that over 60% of them use AI to determine lay-offs, with approximately 6% of them stating that they implement AI decisions without an intervention by a human expert. Unfortunately, there is no data to represent the EU in this regard.
As seen above, ethical issues in AI often arise from how the technology is used, rather than the technology itself. Some general AI ethics guidelines that apply to everyday professionals include:
· Consistent review and verification of AI-generated outputs before using or applying them in actual work
· AI should not be relied on for important decisions, especially decisions affecting people’s careers and livelihoods 
· Uploading confidential information and personal data into unsecured AI platforms should be avoided 
· Awareness of potential biases in AI algorithms, and systematic verification of the results 
· Transparency must be upheld when using AI, by disclosing AI-generated content when necessary 
Finally, all professionals should familiarise themselves with internal organisational policies regarding the use of AI and relevant ethics. Many companies have introduced AI governance frameworks that outline acceptable use, risk management and accountability structures with the aim to promote responsible use of this new technology.
AI is first and foremost more “Artificial” than “Intelligent”.
AI-generated content contains errors, biases, and incomplete information. Making decisions based on AI-generated results without critical evaluation can lead to poor decisions and often, unintended consequences.
2. c. General Data Protection Regulation (GDPR)
Enforced since 2018, the General Data Protection Regulation (GDPR) is the cornerstone of data protection and privacy law within the European Union. GDPR was designed to standardise data protection laws across EU member states, while strengthening the rights of citizens by giving them greater control over their personal data. GDPR applies to organisations established within the EU, as well as organisations outside the EU that process the personal data of EU residents (EC 2026). A significant aspect of GDPR is its focus on accountability and governance. People and organisations who collect and process personal data must not only comply with the regulation but also be able to demonstrate compliance. This includes measures such as maintaining detailed records of processing activities and conducting Data Protection Impact Assessments. To ensure the implementation of GDPR, many organisations appoint a Data Protection Officer to oversee compliance.
GDPR is closely linked to the EU AI ACT due to the fact that AI systems rely solely on data entered by users to be “trained”, and to generate results. GDPR is built upon seven fundamental principles which guide all data processing activities and ensure that personal data is handled responsibly. Specifically:
1. Lawfulness, Fairness, and Transparency: whenever someone processes personal data, they should have a good reason for doing so. According to GDPR, valid reasons for personal data processing may be the drafting of contracts, fulfilling legal obligations and protection of vital interests of a person. People and organisations that process personal data must secure explicit consent before doing so.
2. Purpose Limitation: The purposes for processing data must be clearly established and communicated to people through a privacy notice. The processing of personal data must be limited to the set purposes only.
3. Data Minimisation: only the data necessary for a given purpose should be collected, reducing the risk of leaks and misuse. In general, data such as phone numbers and home addresses should never be collected unless it is deemed necessary.
4. Data Accuracy: organisations and people who collect and process personal data should implement measures to correct and erase incorrect data, and have regular audits by GDPR experts.
5. Storage Limitation: The length of time for storing personal data must be clearly defined and justified. People and organisations who store and process personal data should establish mechanisms for deleting and/or anonymising data after set periods of time.
6. Integrity and Confidentiality: personal data must be kept secure from internal or external threats such as unauthorised or unlawful processing and accidental loss, destruction, or damage.
7. Accountability: appropriate measures and records must be in place as proof of compliance with the data processing principles, and supervisory authorities can ask for this evidence at any time.
GDPR is enforced by national supervisory authorities within each EU member state, coordinated by the European Data Protection Board. These national authorities have the power to investigate complaints, conduct audits, and impose administrative fines. As is the case with the AI Act of 2024, companies that breach GDPR face significant penalties of potentially up to €20 million or 4% of their annual turnover.
2. d. GDPR Awareness: A General Responsibility
It is important to remember that, regardless of their position and responsibilities, every professional can potentially act as a safeguard or weak link in the data security chain. Therefore, the implementation of GDPR is not the sole responsibility of IT experts and IT departments. Everyone should be aware of common security threats and how to avoid them.  Data breaches do not only refer to organised hacking attacks against large companies, but also small, everyday incidents that may seem insignificant to the average employee. For example:
1. Scenario: An office administrator working in a small insurance company receives what appears to be a legitimate internal email asking them to verify the records of a new client. Believing that the request is authentic, they click the link and enter their CMS login credentials, giving the attacker access to a database containing personal client information, including names, addresses, and insurance policy details. This is a classic example of a “phishing” attack.
2. Scenario: A project manager at an international marketing firm prints a list of client contacts in preparation for a meeting. After the meeting, the documents are left overnight on a desk in the conference room, where unauthorised staff members can access them. This scenario describes a breach of Confidentiality, as personal data was exposed due to insufficient handling and storage practices.
3. Scenario: An intern psychologist working at a local hospital transfers patient data from the hospital system to a personal USB drive to prepare some reports at home. The drive is not encrypted and is subsequently lost during transportation. This scenario describes a violation of data processing security and a breach of confidentiality.  Personal data must not be transferred to unsecured devices under any circumstances.
4. Scenario:  The general director and senior lawyer of a small, family-owned law firm sends a case file containing personal client data to a colleague via email, but accidentally types the wrong email address. The email goes to an external recipient who has no connection to the firm. In this case, the firm must immediately notify the supervisory authority and the affected client/clients.
5. Scenario: A receptionist at a financial consulting institution throws away printed forms containing clients’ personal details without shredding them. The rubbish bin was picked up by the external cleaning contractor and removed from the premises. Failure to securely destroy sensitive documents constitutes a severe breach of GDPR. The firm must immediately notify the supervisory authority and the affected client/clients.
As the scenarios above show, GDPR breaches are significant, no matter how big or small they are perceived to be. Most data breach incidents are caused by human error, regardless of someone’s position in the organisational hierarchy pyramid. Some general GDPR-related tips that apply to everyone are the following:
· Use of strong, unique passwords which should never be shared with others
· Establishment of two-factor authentication when available, and all devices and apps must be kept up-to-date
· Only permitted information  should be shared
· Confidential information should not be shared on public sites, and clients or co-workers should not be discussed in open events and communal areas 
· Email containing personal data should be flagged and deleted once the data is no longer needed 
· All electronic devices should be screen-locked even when not in use for brief periods of time
· Issues or suspicions of fraudulent messages that may not be genuine should not be opened under any circumstances, and IT departments should be informed.
· Portable storage like USB drives should be encrypted and never be used to transport sensitive data unless it is absolutely necessary
· Members of staff should ask their employer or supervisor about available training resources and opportunities on GDPR and AI Ethics
In addition to the aforementioned tips, all professionals should familiarise themselves with internal company policies. Internal security and data protection policies usually describe data classifications, data storage and sharing procedures, reporting measures/protocols and appointment of internal contact people responsible for GDPR-related matters. GDPR requires companies to report data breaches to the authorities within 72 hours of identifying an incident. In cases of incidents caused by human error, employers should adhere to “no-blame” policies; if employees are hesitant to report incidents for fear of the consequences, the short and long-term impact of unreported data breach incidents can be extremely costly.  

3. Everyday “AI Ethics” and GDPR Presented in Layman’s Terms
The impact of Ethical AI use and effective Data Management is most visible not in legislation, but in the daily experiences of workers, employers, and job seekers. As far as everyday people are concerned, the widespread integration of AI technology in all aspects of everyday life is not only affecting and transforming industries, but it is also redefining the nature of work and access to employment.
Admittedly, the modern job market is becoming increasingly dependent on digital platforms and automated candidate processing systems. Employers are now using AI to streamline the recruitment process in terms of filtering and evaluating candidates, and managing staff performance throughout the entire employment cycle. In addition to benefits such as increased efficiency and productivity, this shift has created complex, multilayered challenges related to AI system fairness, data processing transparency, data management and equal access to employment. 
Furthermore, the integration of AI into modern work environments has become a “must” if one is to be able to keep up with rapid work pacing and client demands. Even the freely available AI tools offer significant benefits in the workplace; they can help automate repetitive tasks, reduce human error, generate visual content (graphics, logos, videos etc,) and provide data-driven insights that support better strategic decisions.
3. a. Use of AI in the Job Market: An Ethical Challenge
AI Technology helps recruiters scan and filter hundreds of applications in just a few seconds and can also help optimise job descriptions and rank candidates based on predefined “success” criteria. Additionally, video interview platforms use AI to analyse the emotional, intellectual and bodily responses and reaction of candidates to targetted questions, while also analysing the tone of voice, word choice, and microexpressions. In other words, hiring decisions and interactions that were once made/facilitated solely by humans are now often influenced (or even entirely determined) by artificially intelligent automated systems.
It is important to remember that even though AI can help enhance candidate matching and reduce time-to-hire, some of the time saved by AI must be spent on overseeing its use in the recruiting process in order to mitigate associated risks such as “algorithmic bias”.
Case Study Vignette on Algorithmic Bias from an Inclusive Employment Perspective
AI learns from humans, so it tends to be as biased as the data it is learning from (JOBSHARK 2025). Especially in the case of inclusive employment and hiring processes which concern job-seekers with disabilities, the “bias” problem becomes even more prominent.
Algorithmic Bias refers to what happens when AI models reinforce biases present in the data they were trained on. To understand the problem of Algorithmic Bias, picture this:
[image: C:\Users\Dekaplus\Downloads\_426e1250-f416-4242-84c3-d35835255864.jpg]- George, a job seeker with a stutter, applied for a graphic designer role. George has a Bachelor Degree in Graphic Design and a Master Degree in Digital Marketing.
- As part of their digital recruitment strategy, the employer introduced HIREVIEW, an AI-based asynchronous video interview tool to screen candidates after CV submission. Applicants were asked to record short video responses to predefined questions. The AI system analysed verbal fluency, response timing, facial expressions, and speech patterns to generate a candidate suitability score.Image created with BING AI Image Generator

- George, who met all technical and experiential requirements for the role, disclosed a speech impairment only after receiving an automated, generic rejection email. The rejection occurred before any human interaction, based solely on the AI-generated evaluation. George’s explanation and [image: ]disclosure was never followed-up by the employer.
Real example of an automated job application rejection email


In this case, “Algorithmic Bias” refers to non-inclusive hiring preferences used to train the AI interview system, which do not consider individual characteristics of candidates. This vignette shows that despite seeking candidates for a technical role such as graphic design, an AI interview system may overvalue fluent speech and fast responses. Regardless of market sector, such biases position candidates with speech impairments at a severe disadvantage, despite having all the necessary technical skills to excel.
Algorithmic Bias is considered an inherent technical flaw of AI tools, however companies and individuals who deploy such tools in recruitment have the responsibility to ensure that they are tested, monitored, and adjusted to prevent discriminatory outcomes. Additionally, it is essential to maintain human oversight and transparency; this means that recruiters and employers should inform candidates about when AI is being used, what factors are being assessed, and how those assessments may influence hiring decisions. If applicants can understand the recruitment process, they can prepare themselves better and communicate directly with employers in order to disclose disabilities that may not be considered otherwise.
3. c. AI Use in Day-to-Day Work: A Gift to the People, But with a Caveat
AI can be used by anyone, anywhere, anytime; with just a few prompts, we now have a “personal assistant” that can help us retrieve information, make decisions, create content, write content, create images and videos. However, the convenience and accessibility of generative AI tools has encouraged excessive dependence and reliance upon them; the homogenisation of ideas and content have oversaturated the intellectual/creative space, with severe impacts to the creative thinking, idea generation and problem-solving skills of people. When AI is used as a substitute rather than a tool, such skills gradually weaken, leading to reduced independence and decreased satisfaction in the results we deliver. 
Case Study Vignette on the Overreliance on AI
- Sophia, an experienced illustrator has been employed at a digital marketing agency for the past 12 years. Since 2022, the agency management have been encouraging employees to use AI tools such as DALL-E and ADOBE Firefly in order to speed up content production.
- At first, Sophia and her colleagues were impressed by the potential of AI, as it greately reduced their workload.
- Over time, she has seen the termination of numerous colleagues, leading to the reduction of her team size from ten people, down to just three. The agency management insist that there is no longer a reason to keep so many illustrators on the payroll. Sophia now worries she might be the next one to go.
- To keep up with the demand of large volumes of illustrations, Sophia is now working for extended working hours, has reduced breaks and has a strong feeling of creative stagnation as most of her illustration work is now handled by automated AI image generators.
[image: C:\Users\Dekaplus\Downloads\_8c45f56b-dec7-44fd-89ce-ab301c30e6d7.jpg]This vignette shows how AI can enhance productivity in the creative industry, but without  sustainable working patterns it ultimately contributes to staff layoffs and occupational burnout.  When organisations prioritise speed, cost-cutting, and output above human creativity and well-being, AI can shift from being a support tool to a source of pressure, insecurity, and creative decline. Ultimately, employers are responsible to introduce AI tools in an ethical and sustainable way, which ensures the protection of workers and that such tools enhance work rather than diminish the people performing it.Image created with BING AI Image Generator

3. d. Detection and Management of Malicious Content during Day-to-Day Work
“Phishing” attacks against home users and professionals are one of the most frequent causes of data breaches. These attacks use a varied methods to reach victims, such as phone calls (also referred to as “social engineering”) and email, which is the most common one. Such messages appear to come from trusted sources, such as colleagues, banks, couriers, or internal company departments, and attempt to trick recipients into clicking malicious links or downloading infected attachments in order to reveal their login credentials, or give access to their local devices to hackers. If successful, phishing attacks can give cybercriminals access to confidential, financial and personal data, leading to serious violations of GDPR principles. Awareness and early detection of phishing attempts are the best way to prevent unauthorised access and ensure that organisations and people who handle personal data remain compliant with GDPR requirements.
Case Study Vignette on a Failed Phishing Attempt
[image: C:\Users\Dekaplus\Downloads\vrrrrr.jpg]- Pavlos, a project manager working in a Vocational Education Institution has received a suspicious email, requesting his attention and to check an invoice for a “pending payment”.
  Real example of a Phishing attempt.
Many parts in the link have been hidden, to prevent accidental or intentional redirections to the phishing website.



- Without a second throught, Pavlos immediately flagged the email as “Spam”, and blocked the sender’s email address.
- Pavlos also notified the IT expert in charge of the company email server, and requested to add the fraudulent email address into the mail server “block list” in order to prevent all other staff from receiving similar messages.
What indicators (“red flags”) led Pavlos to these actions?
1. The sender’s display name and email address looked suspicious; display names such as “861DocITNo-Reply” are highly suspicious. Real display names usually include the actual name and surname of the sender. 
2. The company “LootahGroup” is not a company that the recipient ever did business with, therefore no payments were expected from them.
3. The formatting of the actual message is not professional and inconsistent
4. The link leading to the document “review” represents a common example of phishing links sent by attackers. Attackers tend to use Google’s redirect endpoint, in hopes that recipients see “google.com” in the link and therefore, trust that it is legitimate. The actual destination is hidden within the fraudulent link. 
5. The actual email address of the recipient, in this case “pavlos@*********.eu” was included at the end of the fraudulent link. Most likely this means that the link redirected to a prefilled login page with the intention to steal e-banking login credentials, while allowing the attacker to see who clicked on the link itself.
Cyber-attacks such as the one described above constitute one of the most common and effective threats faced by organisations and professionals worldwide, because they rely on human error rather than weaknesses in cyber-security software. More than 70% of succesful cyber-attacks  involve  employees clicking on suspicious links or interacting with fraudulent messages. When staff awareness is low, even the wealthiest organistions with the best cyber-security software remain vulnerable.
For this reason, employees at all levels should be regarded as the first line of defence against malicious content and cyber-attack attempts. If they are able to recognise warning signs such as unusual sender details, unexpected payment requests, poor formatting, urgent language, and misleading links, unauthorised access can be prevented and therefore, the personal and financial data of people and companies will remain safe.

4. Ethical Use of Online Collaboration Platforms
During the COVID-19 pandemic, the international business world was forced to adapt and respond to unprecedented challenges, one of the most significant being the rapid and large-scale transition to remote work. The sudden switch to the “work from home” model necessitated an immediate, often unstructured shift to online collaboration platforms; this required employees and organisations alike to quickly familiarise themselves with online collaboration tools that could sustain communication, coordination, and productivity as close to “business as usual” as possible. The list of such tools includes:
· Shared cloud environments
· Project Management Suites
· Instant messaging apps
· Video conferencing platforms
Some popular professional online collaboration tools are:
· Microsoft TEAMS: An extensive workplace platform combining chat, video conferencing, and file sharing. It is widely used in corporate environments due to its integration with the Microsoft 365 Suite. It has a built-in AI Assistant that helps record minutes and produce summaries of meetings.
· Slack: A messaging tool that can be used to organise users into channels. It enables efficient team communication, file sharing, and integration with thousands of external applications such as Asana and Google Drive.
· Zoom: A widely used virtual meeting platform. It is used for hosting webinars and video calls and has supporting features such as screen sharing, recording, and breakout rooms. It has a built-in AI Assistant that helps record minutes and produce summaries of meetings.
· Google Workspace: A cloud-based suite that includes tools like Google Docs, Sheets, Drive, and Meet. It allows real-time collaboration and simultaneous document editing. Google Meet has a built-in AI Assistant that helps record minutes and produce summaries of meetings.
· Asana: Another project and task management platform that enables teams to assign responsibilities, track deadlines and manage complex projects. 
· Notion: An all-in-one workspace combining AI-powered note-taking tools, databases, task management and documentation. It is often used by professional teams for knowledge sharing and internal collaboration. 
· Figma: A cloud-based design and prototyping tool. It is primarily used for User Interface (UI) and User Experience (UX) design. It enables multiple users to collaborate in real time on the same project, and it is widely used by designers, software developers, and product development teams.
This sudden but ultimately successful transition ensured business continuity during the crisis, and accelerated the development and normalisation of digital collaboration tools. Importantly, even after the end of the COVID-19 pandemic, these tools have remained at the forefront of modern work and business environments, constituting hybrid and remote working models as long-term practices rather than temporary solutions during crises.
These tools and platforms significantly contribute to remote work efficiency, flexibility and teamwork, but they also introduce new ethical and data protection challenges that need to be considered.
4. a. Responsible Use of Digital Collaboration Platforms: Ethics and GDPR
Many online collaboration tools include AI features such as automated drafting of minutes, smart suggestions, and content generation. Without exception, users must be aware that they are closely linked to both AI ethics and GDPR principles. Information shared within these environments (such as private/group messages, uploaded documents, pictures, screenshots) may be stored, analysed, and, in some cases, accessed by third-party service providers. This raises important concerns regarding GDPR principles such as confidentiality, data minimisation, and purpose limitation.
For example:
	
	BENEFITS
	RISKS

	Slack
	- Fast communication through various channels 
- Integration with third-party applications 
- Easy collaboration across teams and departments
	- Informal communication may lead to unprofessional conduct and/or data leaks 
- Risk of sharing confidential information in the wrong channel 
- Data stored on external servers must be addressed by internal GDPR policies

	Zoom
	- Accessible and user-friendly
- Includes features such as recording and breakout rooms
- AI-assisted meeting summaries
	- Unauthorised access by third parties to meetings (“ZoomBombing”), if meetings are not scheduled carefully and links are not secured
- Storage of recorded meetings may raise data protection concerns; meeting recordings must be done with the explicit consent of all participants

	Google Workspace
	- Real-time collaboration on documents
- Cloud-based storage
- Easy access across devices
- Integrated AI features that support productivity and documentation
	- Accidental public sharing of documents via incorrect sharing settings and “viewer/editor” rights 
- Data stored on external servers must be addressed by internal GDPR policies

	Asana
	- Management of complex projects and deadlines 
- Clear task assignment features
- Enables accountability
- Enables integration with other tools
	- Mismanagement of access permissions may expose sensitive project data
- Overdependence on digital task and indicator tracking may reduce human oversight 
- Data stored on external servers must be addressed by internal GDPR policies

	Notion
	- Centralised virtual workspace for documentation and collaboration 
- Content creation with integrated AI-powered tools
- Highly customisable to accommodate data analysis and content development, according to different team needs
	- Uploading sensitive internal data into AI-supported systems raises confidentiality concerns 
- Risk of data being processed externally by AI software. Data stored on external servers must be addressed by internal GDPR policies

	Figma
	- Real-time collaboration for design and prototyping of new products
- Enables easy collaboration between  designers and developers 
- Enables flexible and remote teamwork
	- Exposure of intellectual property and design assets if access is not controlled 
- Dependence on cloud storage raises data security concerns. Data stored on external servers must be addressed by internal GDPR policies



In general, regardless of which tools are used and by whom, it is recommended that users implement the following tips:
· Assignment of appropriate access rights to folders saved on cloud-based platforms (viewer, editor, admin)
· Application of the GDPR principle of Data Minimisation; only information that is strictly necessary for the task should be shared
· Use of only platforms that are approved by the company leadership
· All AI tools used should be authorised by the organisation's leadership and comply with internal GDPR and security policies
· Recipients of online meeting links and invitations should be added to mailing lists carefully
· Virtual meetings should be protected with passwords and waiting rooms, and participants should be verified before being granted access
· Before recording meetings, facilitators must secure the explicit consent of all participants
· All communication (even private chats) should be treated as auditable material
· Confidential data should not be uploaded into AI-powered tools without approval from company leaders and the people concerned, as AI features may use external service providers to process data


5. Summary
AI technology has transformed how business is conducted and how professionals operate during their day-to-day work by improving efficiency, while also indicating the need for the development of relevant competencies and AI readiness across the entire population. In parallel, the explosive introduction and integration of AI into the lives and work of people has raised concerns regarding data privacy, originality, accountability and general quality of AI-generated content.
In day-to-day work contexts, the ethical and responsible use of AI requires attention and full awareness from all professionals. AI systems should not be treated as autonomous decision-makers, and all AI-generated content must be verified before it is applied in people’s work. Additionally, in the context of using online collaboration platforms with integrated AI-powered features, professionals must consider transparency and confidentiality standards in order to safeguard the interests of their organisations, as well as the safety of sensitive personal data of people who are involved in tasks and meetings.
Module 4 focused on providing learners with practical knowledge for digital skills and AI readiness development, and presented:
· The ethical issues that emerge from the widespread adoption of AI systems and AI-powered online collaboration platforms
· The risks associated with incorrect data management practices
· Practical case examples of day-to-day incidents where ethical AI and GDPR principles apply
People who use AI Tools and handle personal data need to implement common AI Safety and Data Protection practices, such as correctly setting up and securing virtual meetings, and following organisational data management protocols help prevent data leaks and maintain accountability. It is vital that this knowledge turns into habits in daily routines; professionals are legally required to uphold high standards in their work, especially in cases where sensitive personal data and AI systems are utilised.
To support the safe and responsible use of AI and Data Management, the European Union enforces two key Regulatory Frameworks, which provide essential guidance for the responsible implementation of AI and Data Protection Practices. The AI Act of 2024 established a risk-based approach to AI systems, distinguishing them using specific categorisation parameters. The General Data Protection Regulation (GDPR) streamlined the practices of protection of personal data through the implementation of seven key principles, such as Lawfulness, Purpose Limitation, Data Minimisation, Data Accuracy, Storage limitation, Data Integrity, and Accountability. Combined, these two regulatory frameworks reinforce the notion that innovation and efficiency must be balanced with safety and ethical responsibility.
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Subject: Job Application #78675462
Dear George,
Thank you for applying for the position of Graphic Designer at our company.

We appreciated your interest in joining us, however, after careful consideration, we
have decided not to move forward with your application.

We wish you success in your ongoing job search and in all future endeavors.

Best regards,
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